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Overview
This document describes the new features that included in SNMPc Version 7.1.  

Custom Service Polling
SNMPc 7.1 includes facilities for extended service polling using customer developed applications or scripts.  Custom service polling can be used for polling older legacy systems that do not support SNMP or even IP protocols.  It can also perform more detailed analysis of a failed or degraded network device, providing more information to management staff about the root problem cause and suggested remedial actions.  

Custom Scripting Support
SNMPc 7.1 includes a number of new utilities that can be used from any scripting language to develop script based applications.  The use of scripting instead of a full programming language can greatly simplify development of custom application suites and integration with existing management environments.  Custom scripts can be executed on trap reception, when you double-click a map icon, from custom menus, and as custom polling applications.
The source files for all custom scripting support commands are included in the SDK\scripts subdirectory.

Custom Service Polling

Custom Service Polling has been added to the SNMPc TCP Service Polling module, which has been renamed Service Polling since it will now potentially support different service protocols.   Custom polling applications are executed by SNMPc Polling Agents, which reside at the management server or remote computer systems.  

One or more custom services are specified in the Service Polling attribute of the map icon properties, each having a Service Name and a Polling Application, along with a variety of available application arguments.   The polling application can by a regular Windows executable or a script using any language such as Perl, Tcl, or PHP.  
For script based polling applications, a new set of support utilities are available to perform common functions including the following:
· SNMP Get, Set and Trap

· Retrieve and modify SNMPc map icon attributes

· Get/Set application specific data in SNMPc map

The polling application will return the polling result as a number from zero to one hundred, signifying a Quality of Service metric from worst to best, with zero indicating complete poll failure.  This value is used in two places by SNMPc.  Firstly, a value of zero or non-zero indicates the service poll state of responding/notResponding, which state is reported using the regular Service State events and Availability reports.  Secondly, the value is shown in a new column of the Availability table named Quality of Service (QOS).  The QOS value can be used in SNMPc tables, graphs and long term trend reporting.

In general it is expected that custom polling applications will also generate SNMP traps that provide more information to the management staff about the poll state.  These traps can use the SNMPc System Info trap definitions or they could be customer defined vendor specific traps.  By performing a detailed analysis of network status, perhaps by polling several related devices, custom polling applications could conceivably provide very high level suggestions on how to resolve network problems.  In particular this can include problems of degraded performance rather than just device failures.

New SNMP MIB Tables and Variables

The following new SNMP mib tables have been added:

private/CastleRock/snmpc/availGroupV7/AvailEntryQos
private/CastleRock/snmpc/availGroupV7/AvailReportEntryQos
Both tables have a format which is similar to the AvailEntry and AvailReportEntry tables with the addition of a new variable, availQualityOfService.  In the AvailEntryQOS table this new variable replaces availAveragePercentUptime.  The new availQualityofService variable is defined as follows:

· For Services Polled by SNMPc, including regular ICMP and SNMP polling, Quality of Service is a running average of Percent Uptime, using the last twenty (20) poll samples. 

· For Services Polled by Custom Applications, Quality of Service is a value calculated and returned by the application, between zero, which means failure, and one hundred, which means the best service quality.  SNMPc will map this value onto the Responding (1..100) and notResponding (0) service states.

Polling Application User Interface

To configure a polling application, right-click on a map icon and use the Edit Properties menu.  Then select the Attributes tab and double-click on the Service Polling attribute.  

A new edit box named Poll Exec has been added to the bottom of the Edit Services dialog.  Enter the command line to run the polling application or script and any required arguments. The following special parameters may be included in the command line:
· $i
The SNMPc map record number for the polled object.  This identifier can be used to access related map information and perform SNMP operations.    

· $a
The Internet Address for the polled object which can be used for performing any TCP, UDP or other proprietary management protocol.  

· $c
The SNMPc Access Parameter attribute for the polled object.  This string encodes SNMP security credentials and can be used with SNMPc programming interfaces as the Get, Set or Trap Community name.
In general, every polling application will require either the $i or $a parameters.  When using scripts you may need to specify the script interpreter as the command and include the script name as one of the arguments.  For example, a command line for a Visual Basic script might be:  “cscript.exe  pollapp.vbs $i”.  

NOTE:  If you include a full path name in the command line then the program must reside in exactly the same drive/directory path on any remote polling agent systems.  Otherwise the command can reside in the SNMPc install directory, or in an SNMPc subdirectory, or within one of the Windows PATH environment variable directories.
Use the Add button at right of the dialog to add the new service definition to the All Services list.   Once you have done this the new service name can be re-used in different map icons by selecting it from the All Services list box.  

Use the Test button to execute the application from the SNMPc console.  The results and any trace information will be displayed in a dialog box.
After verifying that the polling application functions properly you can use the Add>> button at the top of the dialog to add this service to the list of services polled for the selected map object.

Polling Application Implementation
Polling applications can be developed in a programming language such as C++, or any scripting language such as DOS Batch files, Perl, Tcl, and so on.   Interface arguments available to polling applications are the device map record number, the IP address, and the map Access Parameter, as described above.  
Each polling application determines the Quality of Service metric for a particular service running on a device.   This metric is a number between zero, for failure, and one hundred, for best service quality, and is transmitted to SNMPc as the program or script return value.  Example return mechanisms are shown below for a metric of 88:

· DOS Batch File (.bat):

exit 88

· Visual Basic Script (.vbs):

WScript.Quit 88

· Perl Script (.pl):


exit (88)

· C/C++ Program (.exe):

return (88);

The communication mechanisms and algorithms used by a polling application are entirely defined by the developer and outside the scope of SNMPc.  

The next section of this document, Custom Scripting Support, describes new commands available for development of script based polling applications.  For more information on development of SNMPc applications using languages such as “C” or “C++”, please refer to the SNMPc Applications Programming Interface document in the SNMPc SDK\DOCS subdirectory.

Custom Scripting Support

SNMPc has always supported an extensive Applications Programming Interface for development of third-part SNMPc extensions and system integration modules.  However, development of applications using traditional programming languages such as C++ or Visual Basic can be a lengthy and expensive undertaking.  
To simplify development of custom applications, SNMPc 7.1 provides facilities for the use of any scripting language including DOS batch files, Perl, Tcl, and others.

Custom scripts can be executed by SNMPc in any module where a normal Windows program can be used, including the following:

· When a trap is received

· When you double-click on a map device icon

· From an SNMPc custom menu

· As a Custom Polling Application

Note that the arguments available to your custom script application may be different depending on how the script is started.  Please refer to the corresponding SNMPc documentation for information on available arguments provided by different modules when executing an application.
A number of new commands are included in SNMPc 7.1 for use by your custom scripts.  These commands perform a variety of common functions such device SNMP operations, query and configuration of map data and trend reports, and so on.  The source files for all custom scripting commands are included in the SNMPc SDK\scripts subdirectory.
All script commands accept the following optional Server Access Parameters:
· -a Address
IP Address of the SNMPc server

· -u User 
User name to use when logging on to the server

· -p Password
Password to use when logging on to the server

If an Address parameter is not specified then the commands will connect to the server used by the locally running polling agent.  If a User and Password is not specified then the commands will use the configured Remote Poller credentials.
In the normal case a result is output in the format Name:Attribute=Value, which can be shortened to just Value by using the optional –b parameter.  In the case of an error or other failure, an error message is output with Error: as the first part of the text.  
The available scripting commands and arguments are described in the following sections.  For command arguments that include spaces, enclose the argument in “double quotes”.  

Device SNMP Commands
SNMPGET   [Acc] [-n] [-b] Recno|Name Variable1 [Variable2 …]
This command performs an SNMP Get or GetNext operation with one or more variables.  The output is the result of the operation, with each returned variable and value on a separate line in the form NodeName:Variable=Value.  
· Acc
SNMPc Server access parameters.
· -n 
Use SNMP GetNext operation.
· -b
Bare mode; display value only.
· Recno|Name
Record number or name of a map object. 
· VariableN
SNMP variable name(s).
SNMPSET  [Acc] [-b] Recno|Name Variable1 Value1 [Variable2 Value2 …]
This command performs an SNMP Set operation on one or more variables.  The output is the result of the operation with each returned variable and value on a separate line in the form NodeName:Variable=Value. 

· Acc
SNMPc Server access parameters.
· -b
Bare mode; display value only.
· Recno|Name
Record number or name of a map object. 
· VariableN
SNMP variable(s) to set.  

· ValueN
SNMP value(s) to set.  
SNMPTRAP  [Acc] Recno|Name enterprise TrapOID [Var1 Val1 [Var2 Val2 …]]

This command performs an SNMP Trap operation.  This command behaves as a Proxy for the device specified by Recno|Name.  That is, the trap shown in SNMPc appears to originate from the specified map object.  This command has no output on success.
· Acc
SNMPc Server access parameters.

· Recno|Name
Record number or name of a map object. 
· Enterprise
SNMP Trap enterprise object identifier.
· TrapOID
SNMP Trap object identifier.
· VarN
SNMP Trap argument variable(s).  

· ValN
SNMP Trap argument value(s).  
Map Database Commands

MAPFIND  [Acc] [-b] Key Value

Finds a map object based on the value of a key.  In the (common) case where multiple objects match the same key value, the first match is returned.  The output is the map record number in the format NodeName:RECNO=recno.
· Acc

SNMPc Server access parameters.
· -b

Bare mode; display record number only.
· Key

Search key; one of Name, Parent, Type, Address.
· Value
The value to search for an exact match on.  Parent is a map record number; use 0 as the Parent value for the root submap.  Type is one of Device, Subnet, Goto, Link, Network, “Ring Network”, “Bus Network”.
MAPNEXT   [Acc] [-b] Recno Key

Finds the next map object that has the same value corresponding to the named key as the object specified by Recno.  This command is typically used to scan for all objects of the same type or all objects in the same subnet (i.e., with the same parent).  The output is the map record number in the format NodeName:RECNO=recno.
· Acc

SNMPc Server access parameters.
· -b

Bare mode; display record number only.
· Recno
Record number of map object, typically returned by MAPFIND.

· Key

Search key; one of Name, Parent, Type, Address.
MAPADD  [Acc] [-b] Type Parent Name IpAddr  [X  Y | Link1 Link2]

Adds an object of the specified type to the map.  The output is the map record number of the new object in the format NodeName:RECNO=recno.  

· Acc


SNMPc Server access parameters.
· -b


Bare mode; display record number only.
· Type
Object type; one of Device, Subnet, Goto, Link, Network, “Ring Network”, “Bus Network”. 
· Name

Map object name.

· Parent
The record number or name of the submap under which the new object should be added.  Use 0 for the root submap.

· IpAddr

IP Address of map object (or 0.0.0.0).  
· X, Y
Optional X and Y position.   Center of map is 0,0.
· Link1 Link2
Optional record numbers or names of two objects a link is connected to.  Use this instead of X, Y position arguments.
MAPATTR   [Acc] [–b] Recno|Name ATTR|’UATTR’ [Value]
Reads or writes information from/to the map icon for the polled object.  The output of the program will be the value of the attribute in the map, or the new value if doing a write.  Running without specifying an attribute will print all node attribute names and values in the form NodeName:AttrName=Value
· Acc

SNMPc Server access parameters.
· -b

Bare mode; display value only.
· Recno|Name
Record number or name of a map object.
· ATTR

Attribute to read or write (see table below).
· ‘UATTR’
Custom Attribute to read or write.  This is any text up to 31 bytes long enclosed in single quotes.  The meaning of custom attributes and corresponding values is defined by the script developer.  

· Value

Specify a value to write an attribute.
The following table briefly describes each of the built-in attributes that can be used with the NODEATTR utility.  Note that these attributes are more fully described in the SNMPc Application Programming Interface documentation, which resides in the SDK\DOCS subdirectory.

	Attribute Name
	Description

	RECNO
	Gets the record number for a node; used for looking up record number by node name (Read Only)

	NAME
	Object Name

	DESCR
	Description

	TYPE
	Type of Object: Device, Subnet, Goto, Link, Network,”Ring Network”, “Bus Network”

	PARENT
	Record number of subnet where object is located

	ICON
	Icon file

	STATUS
	Current Object Status (Read Only)

	EXEC
	Double click program to run

	ADDRESS
	IP address

	MACADDR
	MAC address

	BITMAP
	Background bitmap for subnet

	BKSHAPE
	Background shape for object: Square, Circle, Diamond,Hexagon, Octagon

	BITMAPSCALE
	Background bitmap scaling factor

	SHOWNAME
	Show object label in map

	POLLINT
	Poll Interval (seconds)

	POLLRETRY
	Poll Retries

	POLLTIMO
	Poll Timeout (seconds)

	AGENT
	Polling Agent Address
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	Attribute Name
	Description

	STATUSVAR
	Poll Status SNMP Variable

	STATUSVAL
	Poll Status Value


	STATUSEXP
	Status OK Expression: =, !=, <, >, <=, >=

	SNMPOID
	Current sysObjectID (Read Only)

	NODEGROUP
	Node Group number

	BORDER
	Set border color (used for auxillary status color)

	HASIP
	Has IP (Read Only)

	HASSNMP
	Has SNMP (Read Only)

	HASTELNET
	Has Telnet

	HASWEB
	Has Web

	HASFTP
	Has FTP

	HASRMON
	Has RMON

	HASSMTP
	Has SMTP

	LINKTHICKNESS
	Network and link thickness

	LINK1
	Record number of link connection

	LINK2
	Record number of other link connection

	POS_X
	Horizontal position of node

	POS_Y
	Vertical position of node

	GETCOMM
	SNMP V1/V2 Get Community.  

	SETCOMM
	SNMP V1/V2 Set Community.  

	TRAPCOMM
	SNMP V1/V2 Trap Community.  

	ACCESS_PARM
	Special access string containing all SNMP access information (V1/V2 community names, V3 security settings).  

	READ_ACCESS_MODE
	Access read mode: NONE (Service Only),ICMP Ping, SNMP V1, SNMP V2c, SNMP V3 No-Auth,SNMP v3 Auth-MD5, SNMP V3 Auth-SHA, SNMP V3 Priv Auth-MD5, SNMP V3 Priv Auth-SHA

	READ_WRITE_ACCESS_MODE
	Access read/write mode: NONE (Service Only),ICMP Ping, SNMP V1, SNMP V2c, SNMP V3 No-Auth, SNMP v3 Auth-MD5, SNMP V3 Auth-SHA, SNMP V3 Priv Auth-MD5, SNMP V3 Priv Auth-SHA

	V3_ENGINEID
	SNMP V3 Engine ID

	V3_CONTEXTNAME
	SNMP V3 Context Name

	V3_READ_SECNAME
	SNMP V3 Read security name

	V3_READ_WRITE_SECNAME
	SNMP V3 read write security name

	V3_AUTHPASSWD
	SNMP V3 Authentication password (at least 8 characters)

	V3_PRIVPASSWD
	SNMP V3 Privacy password (at least 8 characters)

	POLLSERVICES
	Comma separated list of Service Names to poll


Report Configuration Database Commands
GRPNEXT  [Acc] [-b] Recno
Displays the record number of the report group object following the one identified by Recno.  To get the first report group object, use 0 as the Recno.  The output is in the form GroupName:RECNO=Recno.  
· Acc
SNMPc Server access parameters.
· -b
Bare format output.  Displays only the record number.
· Recno
Record number of a report group object.  Returns the next object after this one.  Use 0 to return the first group object.


GRPADD  [Acc] [-b] Name

Add a report group object to the trend report configuration database.  Displays the new group object record number in the format GroupName:RECNO=recno.

· Acc
SNMPc Server access parameters.
· -b
Bare format output.  Displays only the record number.
· Name

Name of the report group.  

RPTNEXT  [Acc] [-b] Recno [GroupRecno]
Displays the record number of the report object following the one identified by Recno.  To get the first report, use 0 as the Recno.  The output is in the form ReportName:RECNO=Recno.  

· Acc

SNMPc Server access parameters.
· -b

Bare format output.  Displays only the record number.
· Recno
Record number of a report object.  Returns the next object after this one.  Use 0 to return first report object.


· GroupRecno
Return only reports in the group specified by GroupRecno.


RPTADD  [Acc]  [-b] Group Name Table Node 

Adds a report object to the trend report configuration database.   Displays the new record number in the form Name:RECNO=recno.
· Acc

SNMPc Server access parameters.
· -b
Bare format output; displays only the new record number.
· Group
Record number or name of group under which to add this report.  Use 0 for default report group.

· Name
Name of the new report.  
· Table
SNMP Table name for the report.
· Node
Record number or name of map device object to add to the report.
RPTATTR   [Acc] [-b] Recno|Name ATTR [Value] 

Reads or writes information from/to the specified trend report or report group configuration record.  The output of the program will be the value of the report or group object attribute, or the new value if doing a write.  Running without specifying an attribute will print all attribute names and values in the form ReportName:Attr=Value.
· Acc

SNMPc Server access parameters.
· -b

Bare format output; dsplays only the new record number.
· Recno|Name
Record number or name of the report configuration record.

· ATTR

The report attribute name to read or write (see table below).

· Value
 
The attribute value when doing a write.
The available attributes are described in the following table.  Additional information about special formatted attributes is provided after this table.  For group objects only the RECNO, TYPE, and NAME attributes are valid.
	Attribute
	Description

	RECNO
	Configuration database record number of the report or group object.

	TYPE
	The object type, Report or Group.

	NAME
	The report or report group name.

	GROUP_ID
	For report objects, the Record number of the group object this report belongs to.

	NODES
	Comma separated list of record numbers or names of map device objects polled by the report.

	TABLE
	The SNMP table name polled by the report.

	SAVEINT
	The poll interval in minutes.  Valid values are 1, 5, 10, 15, 30, 60.

	INSTINCLUDE
	A list of table instances to include in or exclude from the report.  See further information in the next section.

	INSTNAMES 
	A list of textual names to use for specified instances in the report. See further information in the next section.
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	Attribute
	Description

	THRESHOLD
	A list of alarm conditions for specified instances in the report. See further information in the next section.

	TOWEB
	Set to True to generate web reports.

	EXPORTNAME
	The filename for a scheduled text output of the report.

	TABSEP
	Set to True to use a tab separated text output format instead of comma separated format.

	RUNFILENAME
	The name of an executable program or script to run after the report text export is complete.  Special argument keywords are allowed as specified in the SNMPc Trend Report online Help documentation.

	SCHEDULE 
	Comma Separated list of export schedules which may include: Hourly, Daily, Weekly, and Monthly.


INSTINCLUDE Attribute Format
The INSTINCLUDE attribute is a text string made up of a series of Node Descriptors enclosed in square brackets (‘[‘, ‘]’).
Each Node Descriptor begins with the node record number and is followed by one or more Instance Descriptors separated and terminated by forward slant (‘/’) characters. 
Each Instance Descriptor is either an asterisk character (*) meaning All Instances, or a table instance, optionally prefixed by “X.” to signify exclusion.   Table instances can include strings enclosed in single quotes.  
The following are example INSTINCLUDE attribute values and descriptions of what they represent:
[44/*/]  
For map record 44, include all instances.

[44/1/2/3/][22/*/X.1/]  
For map record 44, include only instances “.1”, “.2”, and “.3”.  For map record 22, exclude instance “.1” and include all other instances.
[60/’Ftp’/]
For map record 60, include only the instance “.Ftp”. Use this format for tables that have a textual index variable.

Note that the map record numbers included in the INSTINCLUDE attribute must have previously been configured for the report using the NODES attribute.   

INSTNAMES Attribute Format

The INSTNAMES attribute is a text string made up of a series of Instance Name Descriptors enclosed in square brackets (‘[‘, ‘]’).
Each Instance Name descriptor has the format [Recno.Instance{Name}] where Recno is the device map record number,  Instance is the table instance in dot notation, and Name is the instance name.  The instance part can include strings enclosed in single quotes.
The following are example INSTNAMES attribute values.

[440.1{Ethernet Port 1}][440.2{Serial 1}][220.3{Dial up Port}]

 [603.’Email’{Email Server}][603.’HTTP’{Web Server}]

Note that the map record numbers included in the INSTNAMES attribute must have previously been configured for the report using the NODES attribute.   

THRESHOLDS Attribute Format

The THRESHOLDS attribute is a text string made up of a series of Instance Threshold Descriptors enclosed in square brackets.  The following is an example:

[440.1{2: > 100 <= 1000}{3: > 500}][440.2{2: > 600}]

Each Instance Threshold Descriptor starts with the map object record number and instance in the format Recno.Instance and is followed by one or more Variable Threshold Descriptors enclosed in curly braces.  
Each Variable Threshold Descriptor starts with the Variable Table Offset, followed by a colon, then followed by an Alarm Expression.  An alarm is generated if any Variable Threshold Descriptor evaluates to true.
The Variable Table Offset is the numerical index of a variable in the report table, starting at zero.  Non-numeric variables that are displayed in the SNMPc Instances dialog but not saved in the trend report will still affect the table offset of following variables.  For example, consider the MenuIfBPSEntry table, with variables ifIndex, ifDescr, ifInBPS. ifOutBPS and ifTotalBPS.  The ifIndex variable offset is 0; ifDescr offset is 1, although it is not available in the trend report data; ifInBPS is offset 2, and so on.  

An Alarm Expression is a series of space separated expressions including an operator from (>, <, >=, <=, =, !=) and a decimal number.  The operator and number must be separated by one space.  For example “>= 10 <= 100 != 200”.  These expressions can be considered to be logically OR’d together; if any is true then a threshold alarm is generated.

Using the example first given above, and considering it is for the MenuIfBPSEntry table also described above, the meaning is as follows:
· Map object 440, instance “.1”, alarm if ifInBPS > 100 or ifInBPS <= 1000 or ifOutBPS > 500.

· Map object 440, instance “.2”, alarm if ifInBPS > 600.

Note that the map record numbers included in the THRESHOLDS attribute must have previously been configured for the report using the NODES attribute.   

